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DETAILED ACTION 

1. This action is in response to remarks filed on 18, May 2006. Presently pending 
claims are 1 - 4 and 6-9. 

Double Patenting 

2. Applicant's arguments, see Pages 2-3, filed May 18, 2006, with respect to 
Double Patenting have been fully considered and are persuasive. The Double 
Patenting rejection of Claims 1 - 4 and 6-9 has been withdrawn. 



Response to Arguments 

3. Applicant's arguments filed May 18, 2006 have been fully considered but they are 
not persuasive. 

Bellare et al. (U.S. Patent Number 5,673,319) teaches a method for encrypting a 
plaintext string into ciphertext by cipher block chaining (CBC) the plaintext using a first 
key and an initialization vector to generate CBC message authentication code (MAC). 
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Regarding claims 1 and 6 -9, Applicant argues that Bellare does not teach, 
"using a storage key stored in said data storage device" and "using a storage key stored 
in said data storage device". These arguments are not found persuasive. Bellare 
discloses that the storage device can be a hard disk or a removable memory. 
Furthermore, Bellare discloses that the first (secret) key (stored in any of the above said 
storage devices) and an initialization vector are used to generate a CBC message 
authentication code (MAC) (Column 5 lines 5-21). 

Therefore, the examiner respectfully asserts that the cited prior art does teach or 
suggest the amended subject matter "using a storage key stored in said data storage 
device" and "using a storage key stored in said data storage device", broadly recited in 
the independent claims 1 and 6-9. The dependent claims 2 - 4 are rejected at least by 
virtue of their dependency on the dependent claims and by other reason set forth in this 
office action. 

Accordingly, the rejection for the pending claims 1 - 4 and 6 - 9 is respectfully 
maintained. 

Claim Rejections - 35 USC § 102 

The text of those sections of Title 35, U.S. Code not included in this action can 
be found in a prior Office action. 
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4. Claims 1 - 4 and 6 - 9 are rejected under 35 U.S.C. 102(b) as being clearly 
anticipated by Bellare et al. (U.S. Patent Number 5,673,319). 

Regarding Claim 1, Bellare teaches and describes a data storage area consisting 
of a plurality of blocks, each of which consists of a plurality of sectors which each have 
a predetermined data capacity (Summary and Column 5 lines 5 - 21 ); and 

cryptosystem means (Summary and Column 5 lines 5 - 21 ); 

wherein said cryptosystem means receives, as cryptosystem keys for performing 
cryptosystem processing on data to be stored in said data storage area a first set of 
keys correlated with the encryption keys or decryption keys for each of the sectors from 
a device capable of performing data communication with said data storage device and a 
second set of keys correlated with integrity-check-value generating keys of data to be 
stored in at least one of the sectors; and transmits the encrypted key to said data 
storage device (Summary; Column 4 lines 13-65 and Column 5 line 5 - Column 6 line 
35). 

Regarding Claim 6, Bellare teaches and describes executing mutual 
authentication processing between said data storage device and said data recording 
device (Summary and Column 5 lines 5-21); 

when the mutual authentication is established, transmitting, to said data storage 
device, by said data recording device, a set of session-key-used CBC-mode-processing 
keys which are generated by executing, based on a session key generated in the 
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mutual authentication, encryption processing in the CBC mode on a first set of keys 
applicable to encryption processing on pieces of data to be stored in the sectors and a 
second set of keys correlating to integrity-check-value generating keys of data to be 
stored in at least one of the sectors, the encryption processing being executed on said 
first and second set of keys in the CBC using a storage key stored in said data storage 
device (Summary; Column 4 lines 1 3 - 65 and Column 5 lines 5 - 21 ); 

decrypting, by said data storage device, said set of session-key-used CBC- 
mode-processing keys by performing decryption in the CBC mode using the session 
key (Summary and Column 5 lines 22 - 34); 

transmitting, to said data storage device, a set of decrypting, by storage-key- 
used generated by executing based on a storage key unique to said data storage 
device, encryption processing in the CBC mode on the set of decrypted session-key- 
used CBC-mode-processing keys (Summary and Column 5 line 5 - Column 6 line 35); 
and 

generating, by said data recording device, header information including as a 
component the received set of storage-key-used CBC-mode-processing keys which are 
generating, by said data recording device, header information including as a component 
the received set of storage-key-used CBC-mode-processing keys, the header 
information corresponding to the data to be stored in said data storage device 
(Summary; Column 4 lines 13-65 and Column 5 line 5 - Column 6 line 35). 
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Regarding Claim 7, Bellare teaches and describes executing mutual 
authentication processing between said data storage device and said data playback 
device (Summary and Column 5 lines 5 - 21 ); 

when the mutual authentication is established, transmitting, from said data 
playback device to said data storage device, a set of storage-key-used CBC-mode- 
processing keys which is included in the header information of data stored in said data 
storage area and which is generated by executing encryption processing in the CBC 
mode using a storage key unique to said data storage device and on an integrity-check- 
value generating key of data to be stored in at least one of the sectors (Summary; 
Column 4 lines 1 3 - 65 and Column 5 lines 5 - 21 ); 

decrypting, by said data storage device, the set of storage-key-used CBC-mode- 
processing keys by performing decryption in the CBC mode using the storage key 
(Summary and Column 5 lines 5 - 34); 

transmitting, by said data storage device, to said data playback device, a set of 
session-key-used CBC-mode-processing keys which are generated by executing, 
based on a session key generated in the mutual authentication encryption processing in 
the CBC mode on the set of decrypted storage-key-used CBC-mode-processing keys 
(Summary and Column 5 line 5 - Column 6 line 35); and 

obtaining, by said data playback device, a set of keys for decrypting encrypted 
sector data which is stored in each of the sectors in said data storage area by 
decrypting, in the CBC mode, the session-key-used CBC-mode-processing keys by 
using the session key (Summary and Column 5 line 5 - Column 6 line 35). 
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Regarding Claim 8, Bellare teaches and describes executing mutual 
authentication processing between said data storage device and said data recording 
device (Summary and Column 5 lines 5-21); 

when the mutual authentication is established, transmitting, to said data storage 
device, by said data recording device, a set of session-key-used CBC-mode-processing 
keys which are generated by executing, based on a session key generated in the 
mutual authentication, encryption processing in the CBC mode on a first set of keys 
applicable to encryption processing on pieces of data to be stored in the sectors and a 
second set of keys correlated with integrity-check-value generating keys of data to be 
stored in at least one of the sectors, the encryption processing being executed using a 
storage key stored in said data storage device (Summary; Column 4 lines 13-65 and 
Column 5 lines 5-21); 

decrypting, by said data storage device, said set of session-key-used CBC- 
mode-processing keys by performing decryption in the CBC mode using the session 
key (Summary and Column 5 lines 22 - 34); 

transmitting to said data storage device, a set of storage-key-used CBC-mode- 
processing keys which are generated by executing, based on a storage key unique to 
said data storage device, encryption processing in the CBC mode on the set of 
decrypted session-key-used CBC-mode-processing keys (Summary and Column 5 line 
5 - Column 6 line 35); and 

generating, by said data recording device, header information including as a 
component the received set of storage-key-used CBC-mode-processing keys which are 
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generating, by said data recording device, header information including as a component 
the received set of storage-key-used CBC-mode-processing keys, the header 
information corresponding to the data to be stored in said data storage device 
(Summary; Column 4 lines 13-65 and Column 5 line 5 - Column 6 line 35). 

Regarding Claim 9, Bellare teaches and describes executing mutual 
authentication processing between said data storage device and said data playback 
device (Summary and Column 5 lines 5 - 21 ); 

when the mutual authentication is established, transmitting, from said data 
playback device to said data storage device, a set of storage-key-used CBC-mode- 
processing keys which is included in the header information of data stored in said 
generated by executing data storage area and which is encryption processing in the 
CBC mode using a storage key unique to said data storage in at least one of the sectors 
(Summary; Column 4 lines 1 3 - 65 and Column 5 lines 5 - 21 ); 

decrypting, by said data storage device, the set of storage-key-used CBC-mode- 
processing keys by performing decryption in the CBC mode using the storage key 
(Summary and Column 5 lines 22 - 34); 

transmitting, by said data storage device, to said data playback device, a set of 
session-key-used CBC-mode-processing keys which are generated by executing, 
based on a session key generated in the mutual authentication, encryption processing 
in the CBC mode on the set of decrypted storage-key-used CBC-mode-processing keys 
(Summary and Column 5 line 5 - Column 6 line 35); and 
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obtaining, by said data playback device, a set of keys for decrypting encrypted 
sector data which is stored in each of the sectors in said data storage area by 
decrypting, in the CBC mode, the session-key-used CBC-mode-processing keys by 
using the session key (Summary and Column 5 line 5 - Column 6 line 35). 

Claim 2 is rejected applied as above in rejecting Claim 1. Furthermore, Bellare 
teaches and describes wherein said cryptosystem means, generates key data as the 
header information of the data to be stored in said data storage area by using a storage 
key which is unique to said data storage device to execute the encryption processing in 
the CBC mode on the received set of keys (Summary and Column 5 line 5 - Column 6 
line 35). 

Claim 3 is rejected applied as above in rejecting Claim 1 . Furthermore, Bellare 
teaches and describes said data storage with said device capable of performing data 
communication with said data storage device (Summary and Column 5 lines 5 - 21 ); 

the received set of keys is a set device performs mutual authentication of 
session-key-used CBC-mode-processing keys a session key generated in the mutual 
authentication (Summary and Column 5 lines 5-21 ); 

said cryptosystem means performs the decryption in the CBC mode of said set of 
encrypted session-key-used CBC-mode-encrypted in the CBC mode by using 
processing keys (Summary and Column 5 lines 22 - 34); and 



Application/Control Number: 09/982,624 Page 10 

Art Unit: 2136 

in said cryptosystem means CBC-mode-processing keys is generated by 
executing, based on a storage key unique to said data storage device, the encryption 
processing in the CBC mode on the set of decrypted session-key-used CBC-mode- 
processing keys, and said set of storage-key-used CBC-mode-processing keys is a set 
of storage-key-used transmitted as header-information-forming data to said device 
(Summary and Column 5 line 5 - Column 6 line 35). 

Claim 4 is rejected applied as above in rejecting Claim 1 . Furthermore, Bellare 
teaches and describes said data storage device performs mutual authentication with 
said device capable of performing data communication with said data storage device; 

the received set of keys is header information on the data to be stored in said 
data storage area, and is a set of storage-key-used CBC-mode-processing keys 
encrypted in the CBC mode based on a storage key unique to said data storage device 
(Summary and Column 5 lines 5 - 21 ); 

said cryptosystem means performs the decryption in the CBC mode of the set of 
encrypted storage-key-used CBC-mode-processing keys by using said storage key 
(Summary and Column 5 lines 22 - 34); and 

in said cryptosystem means, a set of session-key-used CBC-mode-processing 
keys is generated by executing, based on a session key generated in the mutual 
authentication, the encryption processing in the CBC mode, and said set of session- 
key-used CBC-mode-processing keys is transmitted as data constituting decrypting key 
information (Summary and Column 5 line 5 - Column 6 line 35). 
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Conclusion 

THIS ACTION IS MADE FINAL. Applicant is reminded of the extension of time 
policy as set forth in 37 CFR 1.136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within 
TWO MONTHS of the mailing date of this final action and the advisory action is not 
mailed until after the end of the THREE-MONTH shortened statutory period, then the 
shortened statutory period will expire on the date the advisory action is mailed, and any 
extension fee pursuant to 37 CFR 1 .136(a) will be calculated from the mailing date of 
the advisory action. In no event, however, will the statutory period for reply expire later 
than SIX MONTHS from the mailing date of this final action. 

Examiner's Note: Examiner has cited particular columns and line numbers in the 
references as applied to the claims above for the convenience of the applicant. 
Although the specified citations are representative of the teachings in the art and are 
applied to the specific limitations within the individual claim, other passages and figures 
may apply as well. It is respectfully requested from the applicant, in preparing the 
responses, to fully consider the references in entirety as potentially teaching all or part 
of the claimed invention, as well as the context of the passage as taught by the prior art 
or disclosed by the examiner. 
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The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure. See PTO Form 892. 

Applicant is urged to consider the references. However, the references should be 
evaluated by what they suggest to one versed in the art, rather than by their specific 
disclosure. If applicants are aware of any better prior art than those are cited, they are 
required to bring the prior art to the attention of the examiner. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Pramila Parthasarathy whose telephone number is 571- 
272-3866. The examiner can normally be reached on 8:00a.m. To 5:00p.m.. If attempts 
to reach the examiner by telephone are unsuccessful, the examiner's supervisor, Ayaz 
Sheikh can be reached on 571-232-3795. Any inquiry of a general nature or relating to 
the status of this application or proceeding should be directed to the receptionist whose 
telephone number is 703-305-3900. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for published 
applications may be obtained from either Private PAIR or Public PAIR only. For more 
information about the PAIR system, contact the Electronic Business Center (EBC) at 
866-217-9197 (toll-free). 
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